


Chapter 1—


Overview











What Is This Document? (And why read it?)


1.1A short summary of the purpose of this document overall, and the sections of this chapter in particular.





 Preface





T


The purpose of thhis document is to pprovides you, the DoD program manager, or M&S (Modeling and Simulation) manager, with an understanding of basic Verification, Validation, and Accreditation (VV&A) terminology and techniques.  Its goal is to help you develop an informed and indepen�dent judgment about how credibly models and simulations (M&S) are being integrated into your program.  To understand why you should be concerned with the material in topics covered in this document, imagine yourself in the following situation.:.  








	You are a senior officer or civil servant working for one of the Services.  You have just been tasked to provide a compre�hensive solution to a major military problem.  That problem may be the development of a new weapon system, the design of a training ex�ercise, or perhaps the definition of mili�tary force structure requirements in your branch of the Service for the next three decades.  You have little time, less money, and only meager human resources to complete the task.  You know (or you have heard) that one of the ways to save time, money, and human resources is to take advantage of the breathtaking array of models and simulationsM&S that have been made possibleavailable by the dramatmeteoric increaserise of computer hardware and software capability in the last decade.  You donÕt know much about M&S, and perhaps still less about par�ticular simulations, but you know how to get to the people who do.  So you set up an M&S shop within your organization;, you allocate precious resources to a staff of ana�lysts, scientists, engi�neers, and war fighters;, and you charge them with the delicate task of pulling together a credible M&S effort that will meet or support key program objectives while saving time and money.  You figure if these people canÕt do it, nobody can.  You walk away happy.





Time passes.  Things go along pretty well for a while, or at least they appear to.  Every so often you call for a program review that includes the status of M&S efforts.  ÒEverythingÕs fine,Ó, youÕre told.  The M&S suite has been selected and stabilized, M&S outputs have been related to key pro�gram Mmeasures of Mmerit (MOMs), M&S reviews have been scheduled and conducted, and your M&S shop is confident that their results are credible on the basis of ÒVV&A.Ó.�  ÒVV&A?Ó, you ask.  ÒWhatÕs that?Ó  Your M&S team throws alarmingly technical terms around that make it sound as if big money is being spent.  ÒNot to worry,Ó, they say.  The ÒindustryÓ has been doing ÒVV&AÓ for years; the Military Operations Research Society (MORS) has standard definitions for key technical terms and techniques; and no unnecessary ÒV&VÓ is being done.  The models and simulationsM&S supporting this program will all be ÒVV&AÕedÓ in time to meet major program mile�stones.  You walk away happy.  Sort of.





You do a little research.  You discover that, far from being a compact, tightly -knit, well-defined  discipline, VV&A spans a broad spectrum of activities.  You discover that the depth and breadth of these activities are dependent not only on the kind of M&S to which they are applied, but also to the specific application for which the M&S will be used.  You discover that Òcommunity consensusÓ about the definitions of verification, validation, and accreditation exists at only the most general level. You also find out, and that the definition of thewhat V&V techniques that should be used for specificwhat types of models and simulationskinds of M&S, an and how these techniques should be applied to establish the credibility of M&S when used for particular applications, is a subject of intense debate.  You discover that a major high-level review of your program is fast approaching, and you suspect that some questions about all this VV&A business will come up because of all the attention givenbeing paid to iit in recent DoD and Service policy documents.  You wish you knew how to make an independent judgment of how well your M&S team has met its critical milestones to support your programÕs objec�tives.  You walk away maybe not so happy.





Sound familiar?  Then this document is for you.





The information in this document has been compiled from a wide variety of sources, including: recent DoD Directives and Instructions related to M&S management and VV&A; software industry standards and practices; the practical experience of numerous on�going VV&A efforts across the DoD and industry; academic texts and professional literature; and pro�fessional societies and organizations intimately familiar with M&S and VV&A.  The hope is that this broad array of experience, concisely presented, will encourage you to pursue VV&A of M&S with confidence, vigor, and insight.





In addition to this introductory section, this chapter consists of six sections thatwhich provide: (a) an understanding of basic V&V techniques and terminology (Section 1.212); (b) an appreciation of the value of VV&A (Section 1.323);  (c) a discussion of where VV&A fits in the scheme of M&S (Section 1.434); (d) a discussion of limitations to VV&A (Section 1.545); (e) a general introduction (Section 1.656) to some practical aspects of VV&A, such as an overview of how to tailoring V&V tasks to the requirements of your specific appli�cation, who should be doing what (and why), and costing and scheduling considerations, etc.; and (f) a description of how to use the rest of this Guidedocument (Section 1.767).








1.2 What Is ÒVV&AÓ?


 (Basic definitions)


T


his section defines these terms: Provides the definitions of model, simulation, simulator, M&S, verification, validation, and accreditation,; and other related terms.. Shows how the definitions fit together.  Discusses the difference between SQA (software quality assurance) and VV&A, i.e., the difference between software V&V and M&S V&V.





M&S credibility is measured by verification and validation (V&V), and formally approved as ade�quate for use in a particular application by ac�creditation.  The entire process is known as VV&A.  Before we define the individual elements of VV&A, letÕ us get a few preliminary terms out of the way.








1.2.1 


Terminology


Some Preliminaries


One of the most confusing aspects of M&S terminology is the difference between a ÒmodelÓ and ÒsimulationÓ.  In fact, many people in the M&S community either do not really know (or do not really distinguish) between the two in conversation.  In fact, there is no official consensus as to the definitions of these terms,; nor do we propose to settle the debate within the context of this venue.  The general distinction between a model and a simulation will be important, however, when we talk about the details of VV&A.  We have developed an approach to explaining the terminology, therefore, thatwhich is consistent with (most) current definitions, has practical utility, and is not illogical.





According to DoDD 5000.59, a ÒmodelÓ is Òa physical, mathematical, or otherwise logical representation of a system, entity, phenomenon, or process.Ó  A ÒsimulationÓ is Òa method for implementing a model over time.Ó  But what do these definitions mean in laymanÕs terms?  And how does the distinction between them affect the nature of VV&A activities?





A ÒmodelÓ is a conceptualization, an abstraction of some physical phenomenon or process into mathematical equations and solution approaches (called ÒalgorithmsÓ), each with its own assumptions, limitations, and approximations.  For example, the radar range equation is a ÒmodelÓ, an abstraction of the radar detection phenomenon into an equation that makes certain assumptions about how radar energy interacts with targets,  clutter, and the atmosphere.  If you take this equation and convert it into a computer program (software) in order to solve it for particular scenarios as a function of time (say, to determine the detection history of a combat aircraft during a mission from a fixed radar site), the result is a ÒsimulationÓ, which is a software framework that executes a ÒmodelÓ (or models, or model pieces) in the proper order, provides timing and coordination between them, and controls the inputs and outputs. Thus, a ÒmodelÓ is an abstraction of a phenomenon into mathematical equations and algorithms, whereasile  a ÒsimulationÓ is the software implementation and solution of those equations and algorithms over time within the context of a scenario.  A ÒmodelÓ can exist without a single piece of software; a ÒsimulationÓ is the software that implements the ÒmodelÓ over time.





Another potential point of confusion is that many people in the M&S community use the term ÒM&SÓ to stand for both Òmodels and simulationsÓ and Òmodeling and simulationÓ.  Modeling and  SSimulation is an analytical problem-solving approach; Models and Simulations are mathematical abstractions and software implementations.  AlthoughSince the community uses the terms interchangeably, this document distinguishes between the two.also use the term M&S for both meanings, with the exact meaning to be inferred from the context.





And, lest this topic become too easy to understand, we introduce yet another commonly used term thatwhich may cause the newcomer to M&S terminology some confusion: ÒsimulatorÓ.  In its broadest sense, a simulator is a training device made up of some combination of hardware and software that is ddesigned to provide an artificial (but suitably realistic) environment in which a human player can interact with those aspects of reality in which training is desired, and within which all aspects of reality that are simulated interact realistically with each other.  Flight training simulators come to mind as good examples.  Not all aspects of reality need to be simulated in a simulator,; only those crucial to the goal of training.  Similarly, not all aspects of reality that are simulated need to be simulated with complete realism,; only enough to ensure that training objectives are met.�





Simulators can also can be used for testing, but here their required level of realism is typically is greater.  The most obvious case of simulators built for both training and testing applications are the open-air threat missile system simulators found on many DoD test ranges.  These systems are used not only to train pilots in the proper use of available equipment and combat tactics, but also to test the effectiveness of new electronic countermeasures (ECM) systems designs.  With these simulators, the environment created is not enclosed (as it is in the case of a flight simulator), but the simulator still reproduces those aspects of reality essential to the training or testing application (e.g., a realistic, open-air RF environment).





One final point concerns the distinction between the terms ÒverificationÓ and ÒvalidationÓ.  Most people have an intuitive understanding of what the meaning of the term ÒvalidationÓ might mean with with respect to M&S.  Ask them to tell you the difference between verification and validation, however, and youÕre likely to get a blank stare, because these two words have the same or similar meanings to many people.  To the M&S community, how�ever, there are important distinctions.





The distinction between the two is most easily remembered in terms of their focus.  At the risk of oversimplification, verification focuses on M&S capability, whereasile validation focuses on M&S credibility.  Verification ensures that a simulation meets all the requirements specified by the user, and that it implements those requirements correctly in software; validation ensures that a simulation conforms to a specified level of accuracy when its outputs are compared to some aspect of the real world.  WeÕll explore the nuances associated with how to determininge the what level of accuracy is required of a simulation later.  For now, just realize that verification and valida�tion add separate, distinct, and essential kinds of credibility to M&S.  Neither achieves its fullest contribution to M&S credibility with�out the other.





With basic definitions and distinctions out of the way, let us now turn to more detailed descriptions of verification and validation (V&V).








1.2.2 One of the more confusing aspects of M&S terminology is the difference between a ÒmodelÓ and ÒsimulationÓ.  Unfortunately, there is no universally accepted theory of modeling and simulation, and generally speaking, the terminology of M&S is as varied as the number of textbooks and articles written on the subject.  Definitions abound, and although the terms used are similar, subtle differences in meaning lead to confusion.  Our objective is neither to summarize the terminology across the M&S field, nor to construct a unifying set of definitions.  However, two different characterizations of the key terms ÒmodelÓ and ÒsimulationÓ are worthy of review here since they relate to the description of the VV&A process that is the focus of this document.





One view of ÒmodelÓ versus ÒsimulationÓ provides a distinction by form, that is, a simulation is the final (e.g., computer program) form of a model.  In this characterization, a model is constituted by algorithms and other mathematical descriptions of system behavior, and a simulation is the implementation of a model in computer code.  This distinction suffers in its preclusion of simulations having no software component.





Another distinction involves differentiation by kind, that is, a model is a ÔthingÕ and simulation is a ÔtechniqueÕ.  Here, the model may exist in many forms -- algorithms, pseudo-code, computer program, or machine language -- each is regarded as a model.  Simulation is simply the technique used to exercise the model.  This scheme does not tie simulation to the existence of computer software, and seems to be the scheme implied by DoDD 5000.59:





	Model -- a physical, mathematical, or otherwise logical representation of a system, entity, phenomenon, or process.





	Simulation -- a method for implementing a model over time.





In this document, we adhere to the definitions contained in DoDD 5000.59 with a minor caveat.  We observe that by adopting the perspective that simulation is a technique (method), reference to a collection of software as a ÔsimulationÕ is not strictly correct.  However, we also observe that many different types of models exist, some of these being used for the purpose of simulation and others not.  So we offer the following:


 


	Simulation model -- a model that uses a simulation technique.





Strictly speaking, a computer program like ESAMS (Enhanced Surface-to-Air Missile Simulation) is a simulation model.  In common parlance, it may be referred to as a ÔmodelÕ or a ÔsimulationÕ.  In fact, the distinction is rarely important in conversation, and in much of this document, we use the terms interchangeably.  When discussing some aspects of VV&A, it is necessary to distinguish between forms of a simulation model.  We use the terms Òprogrammed modelÓ, executable modelÓ, and Òexperimental modelÓ to indicate the final executable (computer or otherwise) form of the model.





Another minor point is that some authorities distinguish between Òmodels and simulationsÓ and Òmodeling and simulationÓ, using the acronym ÒM&SÓ to stand for both.  Modeling and Simulation is an analytical problem-solving approach; Models and Simulations are mathematical abstractions and software implementations.  Since the community uses the terms interchangeably, this document also use the term M&S for both meanings, with the exact meaning to be inferred from the context.


 


And, lest this topic become too easy to understand, let us introduce yet another commonly used term which may cause the newcomer to M&S terminology some confusion: ÒsimulatorÓ.  In its broadest sense, a simulator is a device made up of some combination of hardware and software that is designed to provide an artificial (but realistic) environment in which a human player or combat system can interact with those desired aspects of reality, and within which all aspects of reality that are simulated interact realistically with each other.  Flight training simulators come to mind as good examples.  Not all aspects of reality need to be simulated in a simulator; only those crucial to the goal of training.  Similarly, not all aspects of reality that are simulated need to be simulated with complete fidelity to the real world; only enough fidelity is required to ensure that training objectives are met.�  Simulators can also be used for testing, but here their required level of fidelity to the real world is typically greater.  The most obvious case of simulators built for both training and testing applications are the open-air threat missile system simulators found on many DoD test ranges.  These systems can not only be used to train pilots in the proper use of available equipment and combat tactics, but can also be used to test the effectiveness of new electronic countermeasures (ECM) systems designs.  With these simulators, the environment created is not enclosed (as it is in the case of a flight simulator), but the simulator still reproduces those aspects of reality essential to the training or testing application (e.g., a realistic, open-air RF environment).





One final point concerns the distinction between the terms ÒverificationÓ and ÒvalidationÓ.  Most people have an intuitive understanding of what the term ÒvalidationÓ might mean with respect to M&S.  Ask them to tell you the difference between verification and validation, however, and youÕre likely to get a blank stare, because these two words have the same or similar meanings to many people.  To the M&S community, how�ever, there are important distinctions.





With basic definitions and distinctions out of the way, let us now turn to more detailed descriptions of verification and validation (V&V).


Verification Basics








According to The DoDD 5000.59, definition for verification is Ò:t





	Verification - The process of determining that a model implementation accurately represents the developerÕs conceptual description and specifications.Ó  In more colloquial terms, v





erification is the process of determining that a ÒmodelÓ and its resultant ÒsimulationÓ (remember our definitions) accurately represent both what is required and what the M&S develop�er says will be built for you in accordance with those requirements.





If you are planning on developing models or simulationsM&S for use in your program, you need to do two things before a single line of software (usually referred to as ÒcodeÓ) is written.  You need to build and verify a Òconceptual modelÓ from which the code will be written (Conceptual Model Verification), and you need to verify the proposed design that will support development of the simulationÕs code (Design Verification).  A mapping of the pro�posed de�sign elements back to the conceptual model and your M&S requirements helps to docu�ment that your requirements are appropriately addressed, and that there is traceability between those require�ments and the proposed design.





Before you can verify a conceptual model, you have to have one.  In the ideal world, simulation development would not proceed until the underlying M&S re�quirements were fully identified on the basis of the requirements of the problem at hand, and until a fully verified conceptual model was developed from these requirements.  In the real world, of course, we all know that M&S development usually proceeds with inadequately defined or rapidly changing requirements.  It is very important, however, that you not sacrifice accuracy on the altar of expediency.  Take the time to identify your simulation requirements in as much detail as possible early on.  Do soThis is done by defining your problem concisely and accurately; by defining thewhat simulation outputs, functions, and interactions that will be required to answer your problem; and by specifying, at least in general terms, how much like the Òreal worldÓ you need these outputs, functions, and interactions to be.  (See Ssection 1.65.1 for more details.)  The developer will then take these requirements and produce a conceptual model.





A conceptual model is a simulation developerÕs way of translating your modeling requirements into a detailed design framework, from which he can build the software that will make up the simulation can be built.  A con�ceptual model typically consists of a description of how your modeling  requirements were broken down into model-able pieces, how those pieces fit together and interact, and how they work together to meet the requirements you specified.  It also should also include a description of the equations and algorithms that will be used to meet your requirements, as well as an explicit description of any assumptions or limita�tions made or associated with the equations, algorithms, or solution approaches that were used to solve your modeling problem.   The conceptual model also should also identify how these assumptions and limitations might impact the simulationÕs ability to meet your requirements, once it is built.  The process of reviewing the conceptual model and ensuring that it meets your specified requirements is called Conceptual Model Verification.





After the conceptual model is verified, the developer produces a software design specification, which describes exactly how the conceptual model will be translated into software.  It defines the components, elements, functions, and specifications that will be used to produce the simulationÕs software based on the conceptual model.  The process of reviewing the detailed design to be sure it conforms to the conceptual model is called Design Verification.





Once verified, the conceptual model and its associated design are converted into actual software by the developer.  At this point, you have one last verification hurdle to overcome: verification of the software itself (usually called Code Verification).  Code verification guarantees that the detailed design is correctly implemented correctly in the software.  Code verification normally entails detailed desk checking and software testing of the code, comparing it to what is there with the design elements, specifications, and operational criteria that were approved during verification of the conceptual model and detailed design, documenting any discrepancies and fixing any problems discovered.





What if youÕre not building a new simulation, but just want to use an existing one Òoff the shelfÓ?  How can you determine that the conceptual model and design specifications of this simulation (over which you had no developmental control) meet your M&S requirements?  Before we discuss this, letÕs define what we mean by Òoff the shelfÓ.





Most of the models and simulationsM&S in this category are called ÒlegacyÓ M&S because they have some history of prior use.  In addition, some legacy models and simulationsM&S in wide use were built before the ad�vent and widespread implementation of detailed software design standards and practices.  This does not necessarily mean that they are badly designed (although they certainly can be).  A ÒgoodÓ legacy simulation is characterized by a long history of consistent use and development by an active (usually large) user group, good configuration management and documentation, and widely recognized community acceptance of its results.3 �  The most important thing that legacy models and simulationsM&S  may not have that more recent onesM&S do (or, least, should) have, is detailed documentation of their conceptual models, and the design specifications that flow from it.  Models and simulationsM&S without such documen�tation may require that you generate a suitable substitute for the conceptual model be generated from an analysis of the code as it currently exists, and from any available documentation.  Once the conceptual model and existing design elements have been identified and documented, however, you still need to determine if the result meets your M&S requirements.  BecauseSince you had no control over the conceptual model (or the design requirements and specifications) of a legacy model and simulationM&S, the usual verification of the concep�tual model and its associated design may not be appropriate.  What you can do, however, is review and compare the legacy simulationÕs assumptions, limitations, and design elements towith your M&S re�quirements to evalu�ate whether or not the simulation as it stands meets your requirements.  This is called ÒConceptual Model ValidationÓ (see below).





It should be clear from the previous discussionabove that verification requires a clear understanding between you and the simulation developer about your M&S requirements, and about the de�veloperÕs interpre�tation (and implementation) of those requirements.  This understanding and agreement drives the conceptual model, the simulation design and development based on that model, and your ultimate assessment of the simulationÕs suitability for your application.  Clear requirements and specifications are crucial to cost-effective verification efforts.


The first thing that should be noted about verification is that it is a ÒprocessÓ, a way of doing ÔsomethingÕ.  The ÔsomethingÕ is determining how well the model specifications (or developerÕs concept of what the model was intended to be) were implemented in the modelÕs form (in computer code for example).  The next thing that should be noted is that the process is a ÔcomparisonÕ;  a comparison of the model developerÕs intent against a form of the model.  This form can be a preliminary design, a detailed design, a set of computer code, or a set of machine language (object code). 





Verification can be considered a somewhat ÔmechanicalÕ process because it doesnÕt require a detailed knowledge or expertise of that part of the Ôreal worldÕ which was modeled.  Its intent is provide confidence that a simulation model was accurately built to its specifications.  It does not say how well the model represents the Ôreal worldÕ, thatÕs the job of validation.





There are Aa number of well-established techniques that can be used for verification, a number of which are discussed in Chapter 43.











1.2.3 Validation Basics








According to The DoDD 5000.59,  definition for validation is: 





	Validation - TÓ“the process of determining the degree to which a model is an accurate  representation of the real -world from the perspective of the intended uses of the model.Ó  Notice the emphasisunderlines.  It is critical that the simulation be assessed in terms of how it will be used.  Accurate knowledge of how the simulation will be used determines the degree of detail thatwhich must be represented in order for the simulation it to provide usable results to you, and the degree of correspondence with Òreal- worldÓ phenomena that will be sufficient for you to use the simulation with confidence.  The less you really know about how a simulation will be used to solve your problem, the more likely it is that you will have to over-specify validation requirements Òjust in case.Ó. 





Thus, there are two prerequisites for cost-effective validation: a clear understanding of Òthe intended uses of the modelÓ, because this sets your requirements for functionality (i.e., what needs to be modeled) and for fidelity (i.e., how well those functions need to match the real world); and a clear definition of Òthe real worldÓ.  If you donÕt have a good definition of what youÕre validating against, you wonÕt be able to determine the difference between a good validation result and a bad validation result.  For example, will you validate a simulation against range data, laboratory data, another simulation, or the opinion of experts in the field?  Each of these Òreal worldsÓ has inherent drawbacks and limitations that can Òmake or breakÓ the apparent validity of a simulation.





In its simplest form, validation consists of comparing a prediction (from a simulation) with an observation (from Òthe real worldÓ), and making a judgment about whether the result is good enough for ap�plication to your problem.  Simple as this concept is, validation techniques are not limited to comparison of simulation results with test data.  They also may also include sensitivity analyses to test simulation performance against extreme conditions, comparison with other models and simulationsM&S known (or assumed) to have validity in the operating range required, and the opinion of subject matter expert (SME) re�views of M&S results.





Validation is typically is addressed at two levels: conceptual model validation and results validation.  Conceptual Model Validation is the determination (usually by a group of SMEÕs) that the assumptions under�lying the proposed conceptual model are correct, and that the proposed simulation design elements and structure (i.e., the simulationÕs functions, their interactions, and outputs) will likely will lead to results realistic enough to meet the requirements of the application.  The difference be�tween conceptual model validation and conceptual model verification is a subtle, but important, one.  Conceptual model verification ensures that the proposed conceptual model (and its resultant design) satisfies the functional, interactional, and output requirements imposed by the specifics of your problem; conceptual model validation en�sures that the proposed conceptual model (and its resultant design) satisfies the fidelity, or accuracy, or credibility requirements im�posed by the specifics of your problem.  The difference is most easily colloquialized as the difference between the questions ÒDid I build the thing right?Ó, and ÒDid I build the right thing?Ó





Results validation compares the responses of the simulation with known or expected behavior from the subject it represents, so as to ascertain that those responses are sufficiently accurate for the range of intended uses of the simulation.  This process includes comparison of simulation outputs with the results of controlled tests, sensitiv�ity analyses, or expert opinion.











Again note that validation is a process;  a process to determine how closely a model matches the real world.  All models, by definition, are not a perfect representation of some real system or process.  If it were, it would that system or process (a wonderful opportunity to discuss philosophy, but weÕll forego that pleasure in this document).  Hence, there will be some differences between a model and the part of the real world.  Validation is the process that tries to measure those differences.  





Like verification, the validation is a comparison process. Importantly, the definition says itÕs Òfrom the perspective of the intended uses of the modelÓ.  A model is generally not intended to represent all aspects of a system or process;  the model developer has in mind some subset of the Ôreal-worldÕ the model is to represent.  This subset is determined by the intended uses of the model.  For example, if the model is to be the basis of a training simulator for a radar, it may want to represent only that part of system for which an operator will be trained.  On the other hand, a model of the same radar system to be used to determine its capability in an electronic warfare environment, may need a much broader and more detailed model.  





An importantother aspect of validation to remember is that validation will not say a simulationmodel is ÒÔgoodÓÕ or ÒÔbadÓÕ.  It simply measures the difference between simulation outputsthe model and the Òreal -world.Ó  The model user then decides makes the determination if that difference is sufficiently small enough for the simulationmodel to be used in a specific application, and if the expected accuracy of the results when used in that application will have the expected accuracy.  (More about this in the next section on accreditation.)





The degree of accuracy of a model is a measure of model fidelity, another term used in the area of VV&A.  So validation is a model process, and fidelity is model characteristic.





One final observation on validation.  Most simulation models are composed of thousands of lines of computer code, or  thousands of electronic circuits and components (or both).  The logic diagram of the alternative paths through a typical simulation is extremely large: - sufficiently large, in fact, that it is, in practice, impossible to check every possible path.  Hence, for all practical purposes, a simulationmodel cannot be completelyÒ100% validatedÓ.  Therefore, forwhen the question, ÒIs this simulationmodel validated?Ó, the answer should must always be, ÒYes, for the conditions specified in the validation report.Not completelyÓ.  Validation is performeddone on those aspects of a simulationmodel thatwhich are important to a particular application.  This makes validation Ôdo-able feasible,Õ and provides  the measures of fidelity in areas most important to successful simulationmodel results.





 





Some of the more common validation techniques and methods are discussed in Chapter 4.








Since validation is a comparison process like verification, many of the same techniques used for verification can also be used for validation.  These techniques are discussed in Chapter 3.


Accreditation Basics








The DoDD 5000.59 definition for accreditation is:





	Accreditation - The official certification that a model or simulation is acceptable for use for a specific application.


Once a simulation has been verified and validated4 � in accordance with re�quirements defined by the intended application, an official statement that it is acceptable for the specified use must be made.  According to DoDD 5000.59, accreditation is “Óthe official certification that a model or simulation is acceptable for use for a specific application.Ó.  In many cases, ÒExpert ReviewÓ is the process used to evaluate V&V results in light of M&S requirements defined by the specifics of the prob�lem.  These reviews identify credibility gaps, assess their risk to the program, and make recommenda�tions for (or against) accreditation of specific models and simulations M&S.





The accreditation agent (e.g., a program manager) should participate in the earliest stages of M&S development, to become familiar himself with M&S requirements and acceptance criteria, and to identi�fy expert review requirements and appropriate SMEs as early as possible.  Early involvement helps mitigate the risk of executing an M&S program thatwhich will not meet overall program re�quirements for M&S credibility.  In the final stages of the V&V program, the accreditation agent should participate in the summary evaluation of any V&V results and supplemental M&S information, to ascertain the ad�equacy of M&S efforts, and the readiness of the M&S suite for final accreditation.





It is important to recognize that accreditation is not (or, at least, should not be considered) a foregone or assumed conclusion.  


Accreditation is a ÔdecisionÕ, not a process.  It is a decision that a specific model or simulation can be used for specific application, based on objective evidence of suitability for the application.  Hence, aan accreditation does not apply to a class of models and does not apply a number of applications.  A modelsimulation can receive an accreditation for use in one specific application (e.g., a flight training application), but not be accredited for use in another specific test application (e.g., aircraft system design in an acquisition program).





There is aA process that leads up to an accreditation decision.  This process gathers all the information about a specific model or simulation capabilities relative to the requirements of a specific application.  This information includes verification and validation results, but also includes such things as simulation run time, number of simulation operators required, the simulationÕs M&S history of use, documentation status, configuration management, and other factors that will be discussed in Chapter 5and computer run time.





  It is based on this information that the decision maker determines the acceptability of the M&S for the application.


1.3 Why Do It? (Benefits of VV&A?)





T


his section offers sProvides sSix reasons why VV&A is a good idea. 





ItÕs worth spending a little time dispelling some common misconceptions about the value (or lack thereofof it) of VV&A.  Why all the fuss, any�way?  IsnÕt VV&A just another Òcheck in the box,Ó, added to an already lengthy list of such boxes?


  





In a word, ÒNo.Ó.





This section will discuss thesix benefits of VV&A which include:





		(  Increased confidence in M&S use.


		(  Reduced program (application) risk of M&S use.


		(  Increased M&S reusability for future applications.


		(  CAssists cost containment.


		(  Potential for Produces bbetter analysis


		(  Satisfaction ofies policy rrequirements





Although by no means an exhaustive list of potential benefits, these are the ones that have the most impact.








1.3.1 Increased Confidence in M&S Use





A well thought- out program of V&V activities tailored to the application for which a simulation will be used does much to establish or improve confidence in the use of that simulation for that appli�cation.  V&V increases confidence in models and simulationsM&S by providing objective evidence of credibility within the confines of that intended use.  Notice the emphasisunderlines.  V&V, by it�self, does littlenothing to increase confidence in M&S use unless applica�tion-specific requirements for credibility are devel�oped and defined for that use.  The challenge to the V&V practitioner, therefore, lies in the selec�tion and scoping of that set of V&V tasks most appropriate to the application at hand (weÕll cover this in section 1.5.1).  Credible tailoring of V&V activities to specific appli�cations, in turn, requires a clear understanding of the contribution that each V&V tech�nique makes to the credibility of M&S, and a knowledge of thewhat M&S functions that are critical to the problem at hand.





Chapter 43 defines V&V techniques and their contributions to M&S credibility for specific classes of models and simulationsM&S and their applications. S, and section 1.65.1 discusses tailoring schemes that allow V&V prac�titioners to focus V&V tasks on the particular requirements of antheir application to minimize VV&A cost and schedule.  As a general rule, how�ever, it is safe to say that the V&V techniques that lend the most credibility to M&S use are not those that cost the most.  In particular, V&V status reports and M&S usage histories can help to reduce the scope of new V&V efforts, and to indicate the range of applications for which M&S re�sults have been considered acceptable for use.  The cost of this aspect of V&V is much less than the detailed code verification and validation with large amounts of test data envisioned by most users when they think of V&V.  A history of prior accreditations also lends considerable weight to the choice of models or simulationsM&S for a given application by establishing the degree to which M&S results have been considered acceptable by prior users for similar applications.  Again, the cost of an accreditation history review is negligible com�pared to performing more detailed V&V.








1.3.2 Reduced Risk of M&S Use





A major corollary of increased confidence in M&S use is the reduced risk of relying on models and simulationsM&S to support major program decisions, objectives, and milestones.  Incorrect or inadequate M&S can lead to corrupted system concepts and requirements, poor system design, inaccurate results, negative training, and even system failure, possibly with catastrophic loss.5   V&V reduces the risk that M&S use will lead to incorrect or indefensible results.  The issue in this case is not really ÒWhat is the cost of V&V?Ó but rather ÒWhat is the cost of NOT doing V&V?”Ó.  What is the cost, in terms of time and money for example, of mak�ing an incorrect decision based on M&S results?   In some cases, an incorrect decision can have implications for human safety.  In others, it can affect the outcome of a system acquisition deci�sion.  In applications involving training and education there is the risk of Ònegative trainingÓ.  These hidden ÒcostsÓ of avoiding V&V are frequently in�tangible, unpredictable, and unquantifiable.  As a result, they tend to be ignored in the calculation of the value added by V&V.  Nevertheless, re�duced risk in using M&S is a major benefit of performing V&V tailored to the application.








1.3.3 IncreasedPromotion of M&S UReusability for Future Applications





The requirement to perform V&V to establish the credibility of M&S for use in DoD applications establishes a beneficial dynamic that can reduce the long-term cost of both M&S use and V&V.  This is because V&V activities performed by multiple users on a stable simulation, (typically one with a well-defined configuration management and development policy; (see Ssection 1.65.2), will, over time, establish a body of evi�dence supporting its credible use for a wide variety of applications.  Different users will, of course, focus their attention on different aspects of V&V to support their individual applications; and outside of your program, you donÕt have noany control over thewhat V&V that gets done.  But as the V&V Òsample spaceÓ for a specific simulation grows (and with it, the body of evidence supporting its credibility), the more likely it becomes that it will receivehave more develop�ment and V&V attention focused on it.  Other models and simulationsM&S  that perform similar functions but that do not fare well in V&V, or that do not have a V&V pedigree adequate to support credible use, will give way to those that do.  In this way, V&V becomes a natural selection processforcing function for the devel�opment of fewer models and simulationsM&S, but with greater capability and established credibility.  From this standpoint, your pro�gram benefits from the V&V of others for common- use models and simulationsM&S that you use in common with other programs.  





The same dynamic is likely to apply within your own program, which meanings that other programs will benefit from your V&V of a particular simulationM&S, just as you benefit from the V&V of others. 





 For example, at the start of your program, your M&S set will most likely be defined by what is available, not necessarily what is credible.  As you em�bark on a V&V program, however, and take advantage of other V&V efforts paid for by other users of a given M&S (as above), certain M&S in your initial set will fall away for lack of credibil�ity, or for too high a cost to establish their credibility for your application.  This Ònatural selec�tionÓ of M&S will allow you to focus your M&S program only on those M&S that have both ca�pability and credibility.  Thus, V&V again acts as a forcing function, both internal and external to your program, to provide both you (and the larger community) with the least number of M&S having all required functions and the greatest credibility. Reducing the duplication and improving the cred�ibility of DoD models and simulationsM&S may not number among the proximate goals of the typical program manager when V&V is performed.  It is clear, however, that the net effect of V&V activity across a spec�trum of users of individual models and simulationsM&S will be to im�prove both their capability and their credibility over time.








1.3.4 Cost Containment





If V&V results are documented in a standardized way (see Chapter 64), and if these results are made readily avail�able to the user community, the cost of V&V to support accreditation will drop.  This occurs because nNew accreditation efforts can build on the V&V results of earlierprior users.  In this way, improvement of the credibility of individual models and simulationsM&S becomes a ÒbootstrapÓ process, with multiple users con�tributing to the body of knowledge about the simulation.  This common body of evidence eventually bene�fits all users of the simulation.





A beneficial consequence of consolidating V&V results across a M&S user community is that V&V becomes Òmarket- drivenÓ, reducing the duplication of V&V activities.  When individual users have to retrace V&V ground that may have been covered by others, the ef�ficiency of overall V&V efforts for the simulation is reduced.  But when a consolidated body of V&V knowledge exists, users can focus on the areas of the simulation that needing the most greatest attention for their particular application needs.  The analytical needs of a simulationÕs user community can thus drive the depth to which V&V data are collected, and individual users (like you) in the community (like you) no longer waste precious V&V dollars chasing unneeded V&V products that already exist.





This assumes, of course, the existence of standard V&V processes and products within individual M&S communities, and ready access to this information by individual members of these commu�nities.  DMSO is encouraging ready access to V&V informa�tion via the Modeling and Simulation Resource Repository (MSRR).  In this way, both prerequisites for cost-efficient V&V to sup�port accredi�tation for diverse M&S communities are being met.  Your V&V efforts contribute to the body of knowledge about individual models and simulations, and that contribution M&S, which bebenefits all users.








1.3.5 Better Analysis





BeforePrior to widespread use of M&S, effective problem-solving required the clear definition of at the problem at hand (and its solution objectives) be clearly defined, the charting of that the analysis be charted usingwith flow diagrams, and the development of at an outline of the expected results be developed.  With the advent of complex computer simu�lations that havehaving great predictive power, however, much of the discipline attached to the analytical process has been neglected in favor of understanding the simulation itself.  There has been a growing tendency, for example, to focus analytic efforts on gathering valid input data for simula�tions (see Ssection 1.65.5), and on taking advantage of the expanded scope of analysis afforded by high- power com�put�ers by running a multitude of simulation cases.  In essence, analytical depth is being sacrificed for breadth.  Rather than being usedusing M&S to do ÒbetterÓ analysis, models and simulationsM&Sthey are being used to do ÒmoreÓ anal�ysis.





The requirement to perform V&V, however, coupled with the necessity of narrowing its scope to contain costs, can provide an incentive to rejuvenate sound analytical practices within your pro�gram.  Cost-effective V&V re�quires the development of detailed M&S requirements that are fo�cused on the intended use of particular models and simulationsM&S for particular applications.  Development of these requirements necessitates the clear description and full characterization of at the analytical prob�lem and approach be described clearly and char�acterized fully so as to identify required informa�tion elements, derive appropriate metrics, iden�tify analytical constraints, determine appropriate M&S outputs, and, in general, integrate M&S into your program in a credible way.  The discipline re�quired to develop well-defined M&S require�ments clarifies analytical issues, and facilitates the development of more thoughtful analytic techniques and approaches.  Thus, the requirement for cost-effective V&V re�quires a return to the basic practices of analytical problem- solving that have tended to fallen into disuse.  The result can be a clear tendency to improve the quality of the analysis applied to your program.





This is not to suggest that VV&A automatically leads to better analysis.  Improperly done, VV&A can actually detract from simulation credibility by making it appear that critical credibility issues have been addressed adequately, when in fact they have been improperly addressed.  It is the synergism and interplay between VV&A and analysis thatwhich, when properly managed, can lead to improved confidence in the analysis results of analysis using M&S.








1.3.6 Satisfaction of Policy Requirements





If youÕ are still not totally convinced of the value of VV&A, there is one more argument that might turn the trick.  WeÕve held it until last because, although itÕ is a persuasive argument, itÕ is not very popu�lar, and it certainly is nÕot intellectually satisfying.  Simply put, you do nÕot have much of a choice.  





The inescapable facts are these:  (a) M&S will be used more and more across DoD (and industry) to save time, money, and resources, and; (b) people in very high places are very worried about how M&S, both new and old, can be integrated into DoD applications in a credible, justifiable, cost-effective way.�  This means that, like it or not, VV&A will probably play an increasingly influential role in every aspect of DoD operations that contains in which M&S plays a role.  And M&S is playing a greater role in every aspect of DoD operations.  ItÕ is as simple as that.








1.3.7 Benefits Summary





Although the requirement for VV&A of your M&S is going to get harder to addressevade in the coming years, you should have some appreciation by now of why VV&A is worth addressing in the first placeyou donÕt really want to evade it.  In short, VV&A:





¥	increases the objective confidence you have in your M&S program;





¥	reduces the risk of making the wrong (possibly catastrophic) decision for a critical study, exercise, or acquisition based on incorrect M&S resultsembarrassment at program reviews where M&S results that are key to program decisions are hotly debated;





¥	reduces the proliferation of M&S within your program, and focuses V&V at�tention on those models and simulationsM&S most useful to your problem;





¥	results can be leveraged to reduce future VV&A costs;reduces the cost of V&V and accredita�tion during the life of your program by pooling V&V results into a common body of knowledge about specific M&S;





¥	can requires the M&S and Analysis shops within your program to focuspay more on attention to sound analytical practices in order to define the most cost-effective V&V program that meets your requirements for M&S credibility;





¥	meets Service and DoD policy re�quirements while preservithout sacrificing technical merit.








1.4 


We hope you will keep a few of these benefits in mind before you decide to dismiss VV&A out of hand as Òtoo costly and unnecessaryÓ.


WWhere Does It Fit? (VV&A Fit in the Sscheme of M&S?things)





T


his section offers aAProvides an overview of where VV&A’s place fits in model development and use.  It pProvides a larger context for M&S use in an application.





It should be remembered that M&S is simply a tool or technique that can be used to solve a problem, and that VV&A is justsimply a way to gainet assurance that the selected model or simulation M&S can actually produce meaningful results relative to the problemÕs solution requirements.  The problem that needs to be solved is usually called the Òapplication.Ó  The process for solving the problem is usually referred to as the Òapplication process.Ó  The application process context for VV&A and M&S is shown in Figure 1.3-1.





�





�Figure 1-1. VV&A in the Application Process (Scheme of Things)� EMBED Word.Picture.6  ���������





The application process begins with a clear and unambiguous statement or definition of the problem.  A good definition of the problem makes it easier to define its solution requirements.  These requirements are the features, characteristics, or functions thatwhich are important to the problem and essential to its solution.  For example, if the need is to develop a new ECM system, it is essential to define the expected combat systems on which the ECM system will be hosted, the threats against which the ECM system is expected to work, the required effectiveness of the ECM system, the operational environment in which the ECM system will operate, and the other systems expected to be in the operational environment.  Measures of Eeffectiveness (or Mmerit), that will determine if the requirements have been met, are derived from these characteristicsrequirements.  Then mMethods or ways of producing values for these measures, or addressing the requirements directly, then are determined.  These methods can include research into work already accomplished, design analysis, direct testing, or M&S.  A complex problem usually employsuses a number of these types of methods to achieve a robust solution.  The set of methods thatused to addresses all the problem requirements isare integrated into a consistent, logical application approach.





The application approach shows thewhich problem requirements that will be satisfied by specificwhich method(s), and thewhich measures that will be used to evaluate the success of each method in fulfilling the solution requirements of the problem.  Those methods unwhich are not related to M&S are planned and executed.  The requirements to be satisfied by M&S are identified separately and formare the basis offor developing  the M&S approach.  As part of an initial M&S approach, the types of models and simulationsM&S that can be used are identified, as well as the criteria for determining when a model or simulationM&S is acceptable for this application.  These criteria are then used to select t The specific model(s) and simulation(s) M&S to be used for this application are selected according to these criteria.  The VV&A status of a model or simulationM&S can be a factor in M&S  selection.  For complex applications, a number of models and simulationsM&S may be necessary to satisfy the M&S requirements of the problem.  The M&S approach may call for using specific models or simulationsM&S as  they are, modifying existing models and simulationsM&S, or developing new models or simulationsM&S, or a combination of these options..





Once the M&S suite has been selected, and the M&S approach finalized, work can begin on establishing, modifying, and/or developing the model or simulationM&S.  The VV&A process  begins immediately and uses , with the decision to develop or modify the selected M&S by using the M&S requirements, the acceptability criteria, and the selected M&S VV&A status of the selected models and simulations to determine the M&S VVV&A requirements for this application.  Based on these requirements, a plan to accomplish the necessary V&V is developed. Although While V&V will produce significant information about the model’s or simulation’s M&SÕs capability to support the application, additional information beyond V&V is also useful.  This other information can include the model’s or simulation’sM&S configuration management status, documentation status, previous use in other similar applications, and development standards used, etc.  This other information (and the V&V results) is a factorare  ininputs to the acceptability assessment.  The acceptability assessment compares the model’s or simulation’s M&S capabilities and limitations to the acceptability criteria, and assessesprovides an overall its assessment of M&S aacceptability for this application.  This accreditation assessment report includes a recommendation whether or not to accredit the model or simulation, along with the rationale for that recommendation.





This technical assessment is then is givenprovided to the accreditation authoritygent, who must decide, using the assessment information provided, whether the M&S suite is acceptable for use in the application.  The decision may be to use the M&S suite as it is, to limit the use of the results of the model or simulationuse the M&S with certain limitations on the use of M&S results, , to perform (additional) modifications to the model or simulationM&S, to perform additional V&V, or to reject the M&S suite completely for this application.





If the decision is to use the model or simulationM&S, the M&S runs and /exercises are performed.  The results of these M&S runs are integrated with the other non-M&S results to solve the problem. Archiving It is important that the results of the VV&A activity be archived in the appropriate MSRR (Model & Simulation Resource Repository) for future use is important.  Any V&V carried outdone for this application will reduce the amount of V&V that may be necessary for use of those models and simulationsM&S in future applications.





Chapter 5 discusses in more detail the role of VV&A in the context of application problem-solving in more detail.





[Section still in development]


1.5 Common Misperceptions Aabout VV&AWhat CanÕt It Do?  (Limitations to VV&A)





T


his section dDescribes the limitations of VV&A. It also explains; why each new application must be accredited accreditation must be done for each new application; and why V&V status must be reviewed (and possibly repeateddone or expanded) when a model changes. 





There are three common misperceptions about VV&A that should be addressed.  These misperceptions arise from a misunderstanding of the nature and value of VV&A.








1.5.1 


VV&A Iis Nno Ssubstitute for Ssound Aanalysis


.


VV&A enhances a simulationÕs credibility and reduces theits risk of its use in a particular application, but VV&A cannot guarantee that the M&S results will be correct, that the results will be correctly analyzed and interpreted, or that the right model was chosen to solve the problem.  It can identify a model's weaknesses, but the correction of the weaknesses or their work-arounds isare not a part of the VV&A process.  If the M&S requirements or acceptability criteria are incorrect or ill-defined, the likelihood it increases the chance that an incorrect M&S may be selected and used increases.  The VV&A process will not assess the correctness of the M&S requirements or acceptability criteria.





The quality of the VV&A process used to support an application is also dependsent on the thoroughness of the VV&A effort and on the capability and experience of the VV&A team performing the VV&A.  Unfortunately for some applications, VV&A is done in an afternoon meeting of project team analysts who haveith limited knowledge of specific M&S and application requirements.  The results of this kind of VV&A createprovide for a higher risk of poor integration of M&S into problem- solving.  You get what you pay for.








1.5.2 Accreditation Iis Not a One-Size-Fits-All Check in the Box.





Accreditation is a decision to use a specific simulation for a specific application.  Each application will hasve a different set of requirements and detailed acceptability criteria.  No two problems are exactly alike.  V&V can be done without detailed knowledge of the values of simulation acceptability criteria, but accreditation cannot be performed without application-specific requirements and detailed acceptability criteria.





Moreover, when a simulation is modified, it is usually modified to improve with the intent of improving its operation, simulation accuracy, or simulation scope. These changes may affect the simulationÕs suitability for particular applications.  The changes to the simulation must be compared withagainst the modeler's intent (verification), and the impact of the changes on simulation output also must also be compared withagainst the real- world system or process to measure the increase or decrease in fidelity (validation).  Additionally, when the real- world changes, or the model or simulation M&S  is used for a purpose different fromthan the original intent, previous VV&A results should be reviewed to determine the impact of these changes on the credibility of the simulation.  BecauseSince the real world is rarely static over any length of time, it is useful to periodically review a model’s or simulationM&S's VV&A status periodically to ensure consistency with the current projection of the real world.





The practical impact of all of this is that VV&A cannot be considered a solitary taskone-shot deal.  Although much of the groundwork for accreditation will remain fixed once the basic information is documented during development V&V, accreditation for specific applications (and after simulation changes) is still necessary.








1.5.3 VV&A Iis Nnever CompletedÒdoneÓ.





This misperception is really a corollary of the previous one.  Many M&S users are surprised when the issue of VV&A activities ariseskeeps coming up after development or initial accreditation.  If youÕre tempted to say, ÒI thought we did all that,Ó, you have fallen victim to the most common misperception about VV&A.





The technical reason why VV&A is never finished because simulations cannot be verified or validated completely. ÒdoneÓ is that it is theoretically impossible to completely verify or validate a simulation, especially complex simulations.  Complete verification would requires testing ofhat every logical branch and condition of the simulation be tested under all possible combinations of input parameters.  Complete validation would requires comparison ofthat every possible set of input conditions be compared to data run under identical conditions in the real world.  It doesnÕt take a very complex simulation to exceed the number of practically attainable software tests or testable validation conditions.





This does notNOT mean, however, that VV&A is an unattainable Holy Grail; it means only that you should expect VV&A activities to continue throughout the life cycle of M&S development and application to particular problems.  The scope of VV&A required to establish M&S credibility for any particular problem always will always be manageable, and determined by the specifics of the problem.  Ongoing VV&A activities are the price you should expect to have to pay for ascertaining and maintaining the credibility of your models and simulationsM&S.





1.6 [Section still in development]


Some Practical Considerations


Introduces the topics below .








R


ight now youÕre probably pretty nervous.  VV&A is not just a check in the box, and (oh, by the way) youÕre never ÒdoneÓ.  The following sectionstopics below discuss some practical considerations that should put your mind at ease.  In particular, we discuss scoping VV&A efforts to meet your requirements; key players, roles, and functions in VV&A to help you organize your efforts; and configuration management issues that help you keep track of VV&A activities, and relate them to your particular stage of M&S development.  All of these topics will are included to help you extend the Òshelf lifeÓ of VV&A results.








1.6.1 Scoping and Cost (One Size Does Not Fit All)





This section offers Provides guidelines for estimating how to size the VV&A needs based on the application type, its and importance, and previous VV&A activity.  It aAlso discusses how much VV&A is enough.





Right now, youÕre probably wondering, ÒWhat is all this going to cost me?  I have heard that soft�ware V&V can consume 25–-30 percent% of my M&S development budget.  I donÕt have 25-–30% percent of my budget to devote to anything.Ó.





Your well-founded concern reflects the fact that the recent focus on the credibility of M&S, which has been come to be balanbalanced by an equal con�cern for the cost of the V&V activities that contribute to it.  The M&S community lacks a coher�ent process that links V&V information to application-spe�cific requirements for M&S credibility.  This lack has prevented M&S users (like you) from being able to identifying unambiguously cost-efficient sets of V&V activities that meet credibility requirements for individual applications.  The natural result has been a ten�dency to overestimate V&V re�quirements, with the corresponding (mis)perception that ÒV&V costs too much and takes too long.Ó.  Operating under this misperception, cost and schedule pres�sures can lead easily lead to an ir�resistible temptation to dilute M&S credibility require�ments in order to meet fixed (usually mea�ger) V&V budgets.  The end result leans is a tendency to�wards accreditation by fiat, rather than by ob�jective evidence.  WhatÕs a program manager to do?








1.6.1.1 


RELATIONSHIP BETWEEN COST AND CREDIBILITY





The cost of credibility is also an issue, frequently expressed in the form of the exasperating question: ÒHow much V&V is enough?Ó  Some [e.g., Shannon, 1975] feel that Òit is not at all certain that it is ever theoretically possible to establish if we have an absolutely valid model; even if we could, few managers would be willing to pay the price.Ó  An intuitive relationship between cost and credibility can be defined, however, and is depicted in Figure 2.2 [Shannon 1975; Sargent 1992], which shows that as the degree of M&S credibility increases, so will the development cost.  M&S utility will also generally increase with increasing credibility, but most likely at a decreasing rate.  The point of intersection of two curves changes from one M&S development to another, and there is no single answer to the question of how much V&V is enough.  The guidelines in chapter 1, however, clearly indicate that V&V requirements are very strongly correlated with a clear definition and understanding of how M&S will be used in a particular application.  The more stringent the requirements, the greater the amount of V&V that will generally be required.





�


Figure 2.2 Model Credibility versus Cost and Utility.


Exorcising the Cost Demon





First of all, donÕt be misled by what appears to be overblown estimates of the cost of VV&A.  There is a great deal of misinformation on the exaggerated cost of VV&A propagated by people who have little or no first-hand experience in performing it, or who have a vested interest in ensuring business continues to be done as usual.  It turns out that tThe overwhelming evidence from a large number of samples indicates that costs have been well- controlled and tend to cluster or correlate in a predictable manner. Historical data show, for example, that the percentage of M&S development funds devoted to the assessment of M&S credibility spans a reasonably narrow spec�trum, from a low of about 5 percent% to a high of about 17.5 percent%, with most efforts somewhere in the middle range of 10 to -12 percent%.





Even these costs depend are somewhat dependent on thewhat aspects of VV&A that are included in the esti�mate.  Some think that all V&V and test and evaluation (T&E) activities performed by the developer should be considered part of the total cost of VV&A, (leading to the anecdotal estimates of 25-–30% percent of development costs), whereasile others count only those activities specifically required to accredit a simulation for a given appli�cation, (leading to estimates closer to half of the previous ones that).  Either way, the historical record shows that the high estimates tend to include V&V tasks not necessarily essential for M&S accreditation, whereasile the minimum levels tend to be a bit Spartan, and may not always provide the full range of V&V data necessary to make a strongn air-tight case for M&S credibility.  As in all things, moderation is the key.








1.6.1.2 Trading Off Cost Againstand Credibility or /Risk Reduction





But what constitutes effective moderation?  In estimating the costs of your V&V efforts, should you stay closer to 5 percent% or 17.5 percent% of your M&S budget, or should you just shoot for the average (11.25 percent%) and live with thewhatever comes out results?  How can you tell whether or not the V&V activi�ties you buy for any amount of your budget will meet your M&S credibil�ity requirements?





First of all, youÕll have to accept that selection of V&V activities on a fixed budget will always involve a trade-off of cost against credibility.  Truly cost-effective VV&A seeks to the Òbest valueÓ balance between tthe requirement for M&S credibility and risk reduction, (driven by the specifics of your application,) with and real-world constraints, (driven by the program M&S budget).  Final selection of the exact set of VV&A ac�tivities will depends strongly on the defined needs, known problem areas, and high- risk aspects of your program, as well as on the availability of tools, methods, human resources, and facilities.  When done in good faith, however, VV&A has been shownproven to provide more in benefits than it costs in resources. It, and  is unquestionably an Òadded- valueÓ process, b.  But V&V activities musthave to be chosen correctly.  The real question is not, ÒHow much should I spend?Ó, but ÒWhat should I buy?Ó.





Guidance from the M&S professional community Several efforts by the M&S professional community in recent years have resulted in maturing guidance on how to select the most cost-effective set of V&V tasks to meet a particular requirement for credibility has matured in recent years.�  It is safe to say that tThe process of selecting V&V tasks rationally within a constrained budget environment involves answering three key questions about the integration of M&S in your program:  What ÒthingsÓ do you need M&S to do?  How well do you need M&S to do itthose ÒthingsÓ?  How well do candidate models and simulationsM&S actually do what’s neededthose ÒthingsÓ?  If you can answer these three questions, you can pretty much bet you will be able to select a cost- efficient set of V&V ac�tivities that meet your requirements for M&S credibility.  Most M&S experts would agree that faithful execution of just two activities can contributes greatly to the development of a well-fo�cused (hence cost-effective) V&V program.





1.6.1.2.1 Application Analysis.  TheF first thing you need to do is conduct an in-depth analysis of your problem in order to define what you want M&S to do.  Before any decisions are made about ap�plying M&S to a given problem are made, the problem itself must be defined and articulated clearly enough to see where models and simulations help solve the permit a precise specification of where M&S will play a role in the solution of the problem, and how they will help solve contribute to the solution of the problem.  An ill-defined problem is the most common reason for the failure to integrate M&S credibly into program objectives in a credible way. 





A soundÒgoodÓ problem analysis consists of four elements: (a1) a correlation of clearly articulated pro�gram objectives with the decisions that must be made to reach those objectives, (similar to a deci�sion hierarchy or ÒtreeÓ); (b2) development of a well-defined set of Mmeasures of Mmerit (MOMs)� by which each decision will be addressed and resolved; (c3) an identifica�tion of thewhich program decisions (and their associated MOMs) that will be addressed, resolved, or supported by M&S;, and: (d4) an identifica�tion of the required predictive capabili�ties that models or simulationsM&S must have in order to support each program decision, (i.e., M&S functional require�ments).  The correlation of program objectives, decisions, MOMs, and M&S functional requirements is the single most important aspect of the V&V tailoring pro�cess, because it forms a template for the integration of M&S into your program.





1.6.1.2.2 Acceptance Criteria Definition.  The nNext, thing you need to do is develop acceptance criteria for  models and simulationsM&S you might want to use in your program.  Having defined what M&S will be required to do (the functional requirements, as above), it remains to determine how well candidate models and simulationsM&S must do themose things.  The answer lies in to this question comes in the form of two types of accep�tance criteria: M&S operational requirements and fidelity require�ments.





Operational requirements are Ònon-analyticalÓ requirements, in the sense that they do not con�tribute to resolution of program decisions (or their associated MOMs) directly.  Instead, these requirements define for example,





 hardware and software com�patibility re�quirements, (e.g., the models and simulationsM&S must run on a certain type of workstation under a certain operating system); 





pre- and post-processing re�quirements for M&S data, (e.g., M&S inputs or outputs must be con�verted to special file for�mats


); 


operations and training support requirements, (e.g., models and simulationsM&S cannot have license agreement or opera�tor training requirements because there is no moneybudget for such items, or no time for training); and so on.





Fidelity requirements are the hardest to define. They state, and consist of a listing of how well required M&S functions (or representations, or entities, as well as the interactions between them) must correspond to the Òreal worldÓ (however you de�fine that; see Ssection 1.21.3) in order for the M&S resultsoutputs to be considered acceptable for the purpose at hand.�  This normally requires the development of a notional Òerror budget,Ó whereby varia�tions in M&S out�puts can be related to variations in MOM results, which, in turn, correspondcan be related to changes in program decisions.  Although it is generally possible to specify the kind of V&V that needs to be done to support a given level of credibility (for example, face validation versus results valida�tion), the amount of V&V required to establish credibility for a par�ticu�lar appli�cation will stistill be ddependent on a clear understandingdefinition of how program decisions are af�fected by M&S outputs.








1.6.1.3 Selecting V&V Tasks





It is now clear why a precise relationship amongbetween program objectives, decisions, MOMs, and M&S is essen�tial.  The functional, operational, and fidelity requirements developed by the activi�ties previously  ddescribed above constitute a basic checklist of acceptance criteria withagainst which model and simulationM&S charac�teristics and capabilities can be compared.  Performance of tThis comparison is an essential aspect of V&V tailor�ing, because it justifies objectively the pro�vides objective justification for selection of V&V activities.  How is this done?





In a typical legacy M&S case, information on model and simulationM&S capabilities is compiled from available documentation, product liter�ature, interface with existing users, and other sources. It is, and compared to the func�tional requirements list to determine if any of the required functions are not modeled.  In a typical new M&S case, the functional requirements analysis relies heavily on the planning and requirements documentation, and on comparison of the conceptual model with the planned uses of the model or simulationM&S.  Information on model or simulation M&S operational characteristics, (e.g., how much memory it uses, what pro�gramming language it is written in, how long it takes to run a typical case, what hardware and operating system is required, what special training and mainte�nance is required, etc.) is obtained. This information is from similar sources, and compared to the operational require�ments list to determine if additional resources will be required to maintain and operate candidate models or simulationsM&S during their application, and to decide whether or not these additional requirements can (or should) be met.  Finally, the fidelity require�ments list is compared to the VV&A histories and current results of the candidate models and simulationsM&S to determine the applicabil�ity of previousior V&V, and to identify requirements for additional V&V to address the current prob�lem.





Having identified any gaps in the V&V state of functional, operational, and fidelity requirements for candidate models and simulationsM&S, a VV&A plan can be developed that prioritizes each gap and describes how iteach will be ad�dressed using the V&V methods most applicable to each model or simulationM&S.  Cost and schedule estimates can be estimatedmade for these tasks based on historical data, and risk assessment and mitigation strategies can be developed depending  on the waybasis of how M&S results affectdrive program decisions.�





The payoff for giving of paying faithful attention to these aspects of V&V tailoring is that you now have an audit trail of well-defined program objectives and decisions, M&S accep�tance criteria, and V&V data that substantiate the use and acceptance of M&S results.  The advantages of this approach to the program manager (or his M&S shop), who must wrestle with an increasingly restive and skeptical decision-making community, should be clear..








1.6.1.4 Accounting for Uncertainty





There are nNumerous factors which make practical application of these guidelines discussed above lless than straightforward.  For example, V&V program costs can be influenced by the requirement for new or specialized training; long-term site visits at national test ranges to support data collec�tion for model and simulationM&S validation; large capital expenditures for hardware and software; unusual technical efforts requiring signif�icant engineering and analysis; and set-up and maintenance of libraries, data bases, threats files, and the like, etc.  The most important aspect of uncertainty, however, is the relation�ship between the level of V&V required to ascertain the credibility of a model or simulationM&S and the process used to develop its software (called the development ÒparadigmÓ).





If youÕre not going to develop a new simulation for use in your program, (i.e., youÕre going to rely on Òoff- the- shelfÓ or ÒlegacyÓ models or simulationsM&S), you can more or less skip this section.  If youÕll be building a simulation for use in your program, however, youÕll need to modulate the advice given earlierabove with the practical realities of model and simulationM&S development described in the following paragraphsbelow.





VV&A mustis a process that has to parallel model and simulationM&S development in order to be truly cost-effective.  VV&A planning and execution for models and simulationsM&S in development cannot occur without two essential in�gredients:  (a1) optimization of the development paradigm by the M&S developer, (aided by VV&A whenever possible) and (b2) a thorough knowledge of the total set of program objectives, require�ments, and constraints, which are used to match and tailor the VV&A approach to the needs of the program. ( (Yet another reasoncase where a clear definition of M&S requirements based on program objectives is essential.)  Stated another way, models and simulations can be developed several ways; you have to real�ize that there are several ways to develop M&S, and that selection selection of the best development paradigm is based on the unique set of circumstances, constraints, and application particulars defined by your M&S re�quirements.  This development paradigm can influence VV&A requirements heavily.  But, it is also true that if VV&A is involved early enough in the M&S development cycle, it can have a strong in�fluence on the optimization of the development paradigm.





There are sSeveral M&S development paradigms are available, , which run the full spectrum from the classical Òsingle- passÓ (or water�fall) approach, through the ÒrecursiveÓ (or evolutionary) ap�proaches that include spiral, prototyping, concurrent engineering, and rapid prototyping varia�tions.  The more certainty and knowl�edge about the detailed requirements of the new simulation being developed, the more likely that it can be generated successfully and eco�nomically developed uusing a single- pass development paradigm.  This approach assumes that the opera�tional expectations and perfor�mance requirements of each model or simulationM&S component (and of the model or simulationM&S overall), and the development environment and infras�tructure are reasonably well understood and predictable.  As more uncertainty is introduced, the need to iterate (or loop) on problem areas in�creases.  In fact, if you canÕt define your M&S requirements fully early on, iteration becomes an essential strategy to gain hat enables sufficient knowledge to be gained to justify proceeding to the next phase of development with reasonable confidence, effectively controlling and managing risk.  The complexity of scheduling and budgeting model or simulation M&S development and VV&A activities likewise in�creases with uncertainty, so that contingency al�lowances (often called the Òmanagement reserveÓ) must be factored into cost estimates, schedules, and program plans.





Perhaps the simplest way to visualize selection of an appropriate model or simulationM&S development paradigm is to imagine a continuum of certainty and uncertainty.  Figure 1-2 lists several of the key attributes that help an M&S developer figure out where the development program belongs along this continuum.  The left side of the figure depicts a high degree of cer�tainty about key development factors.  This means that the decision makers (you) and the M&S de�velopers have a secure knowledge of (and confidence in) the technologies, systems and components, similar M&S configurations, communications, protocols, data and data bases, operational requirements, scenar�ios, and other important data needed to fully define the model or simulation fullyM&S.  As long as the requirements are stable and pre�dictable, the waterfall model works well.  As the uncertainty about key M&S development factors increases, how�ever, the developer is driven toward iterative development paradigms.











A rapid prototyping paradigm is best used when M&S requirements cannot be defined completely at the beginning of the program.  In tThis approach, requires that part of the model or simulation isM&S be built and tested, exercised, or demon�strated to enable the users to work with it and thus help define the next, (expanded) set of re�quirements.  The process repeats until the user (you) is finally satisfied that the product does all of the essential things needed.  Rapid proto�typing is highly adaptive, and can be used almost at will almost any time thatit is necessary to flesh out a high- risk or unknown part of the model or simulation must be expandedM&S.  By building an executable piece of the model that can be demonstrated to the customer and user community (e.g., your M&S shop), feedback and re�finement can occur very effi�ciently.  Rapid prototyping is ex�tremely useful in developing and evaluating requirements, proving early designÊconcepts, demonstrating the graphical user inter�faces and human interactions, proving critical algorithms, and evaluating the envi�ronment and infras�tructure, etc.  It can be inserted "plugged in" anywhere in the devel�opment cycle to help solve technical problems and can be used with virtually any of the other development paradigms.





High Degree of Certainty									High Degree of Uncertainty





¥ Known technologies								¥ Unproven technologies


¥ Known, stable requirements						¥ Unstable requirements


¥ Reused, VV&A'ed parts							¥ Mostly new, untried parts


¥ Stable design 									¥ Fluid design


¥ Known communication network 					¥ Undecided communication network


¥ Predictable performance							¥ Unknown performance


¥ Strong tool base									¥ Sporadic tool application


¥ Certified data sources								¥ Indefinite data sources


¥ Known operational objectives						¥ Vague operational objectives


¥ Trained participants								¥ Nondedicated participants





  Waterfall Model		<<<---------------->>>		   Recursive Models


  Minimum V&V		<<<---------------->>>		   Maximum V&V


 	


Figure 1-2. The Certainty-Uncertainty Continuum








But whatÕs all this got to do with the scope of VV&A activities?  Simply put, VV&A activities are strongly dependent on the development paradigm.  Generally, the more uncertainty in M&S requirements, the more effort will be exspendedt on VV&A.  It is here that a comprehensive list of VV&A activities, those defining all the activities that normally would normally be completed in a compre�hensive effort, can be of great help.  Because such a VV&A list defines a very rich set of activi�ties, only higher level VV&A efforts will attempt to accomplish them all.  A moderate V&V ap�proach, on the other hand, reduces both the intensity and the number of specific activities planned, focusing on those that are most important to the success of the M&S development program as defined by program requirements.  Minimum efforts typically focus sharply on only essential activities.








1.6.1.5 Scoping and Cost Conclusions





ItÕs clear that whether youÕre using legacy models and simulationsM&S  or building new onesM&S, defining your M&S requirements based on your specific application is essential to the cost-effective�ness of any VV&A efforts you might undertake.  If you canÕt (or wonÕt) spend the money to de�fine those requirements, chances are youÕre going to waste a good portion of whatever V&V dol�lars you do spend.





�
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Figure 1:  The Certainty-Uncertainty Continuum





But whatÕs all this got to do with the scope of VV&A activities?  Simply put, VV&A activities are strongly dependent on the development paradigm.  Generally, the more uncertainty in M&S requirements, the more effort will be spent on VV&A.  It is here that a comprehensive list of VV&A activities, defining all the activities that would normally be completed in a compre�hensive effort, can be of great help.  Because such a VV&A list defines a very rich set of activi�ties, only higher level VV&A efforts will attempt to accomplish them all.  A moderate V&V ap�proach, on the other hand, reduces both the intensity and the number of specific activities planned, focusing on those that are most important to the success of the M&S development program as defined by program requirements.  Minimum efforts typically focus sharply on only essential activities.


Scoping and Cost Conclusions


ItÕs clear that no matter whether youÕre using legacy M&S or building new M&S, defining your M&S requirements on the basis of analyzing your application is essential to the cost-effective�ness of any VV&A efforts you might undertake.  If you canÕt (or wonÕt) spend the money to de�fine those requirements, chances are youÕre going to waste a good portion of whatever V&V dol�lars you do spend.





VV&A planning should not become a contest to provide the absolute lowest cost effort, nor, at the other extreme, to provide more elaborate procedures and analyses than are required.  Cost-ef�fective VV&A seeks the Òbest valueÓ balance between program needs and real-world con�straints.  When faced with budgets that appear too low to accomplish all of the needed VV&A activities suggested by program requirements for M&S credibility, trade-offs have to be made.  These trade-offs should  to prioritize those selected aactivities based on those that have the greatest return on investment (ROI), and thatshouldthat instill and confirm the greatest degree of confidence in the model or simulationM&S being used or developed.  Thus, final selection of VV&A activities must be driven by program particulars: discrete requirements, defined needs, known problem areas, high- risk and critical items, and availability of tools, meth�ods, and key staff.





The act of tailoring VV&A activities requires careful analysis of M&S requirements, an un�der�standing of the development paradigm (when new models and simulationsM&S are being developed), to support the pro�gram), knowledge of problem areas and relevant technologies, knowledge of (and access to) authoritative data sources, and understanding of the M&S envi�ronment and infrastructure.  The amount of un�certainty governs the amount of VV&A; that’s just common sense, which is just common sense.  When applied in good faith, (as opposed to a desire to Òcheck a boxÓ), VV&A can add substantial value to the integra�tion of M&S into your program, and its cost can be completely justified by validating the concep�tual model, reducing rework, detect�ing problems early, stabilizing the M&S suite chosen for use in your pro�gram, improving analytical efficiency, correlating results, ensuring compatibility, and supporting test and evaluation.








1.6.2 Key Players, Roles, and Functions (Who should be doing what, and why?)





This section dDescribes the personnel needed to perform VV&A, the roles and responsibilities of major players, and the capabilities of the people who must satisfy each role, .  Also discussesthe  need for independence in V&V, and trade-offs between independence and ignorance. 





In this section wWe explore the appropriate roles of M&S sponsors, developers, V&V agents, accreditation agents, and accreditation authorities.  Before we discuss the substance of this section, however, we have to get a few definitions out the way.  According to DoODI 5000.61, the following are the accepted definitions of the terms used in the first sentence of this paragraph:





M&S Application Sponsor: —The organization that utilitizes the results or products from a specific application of a model or simulation.





Accreditation Agent: —The organization designated by the application sponsor to conduct an accreditation assessment offo an M&S application.





M&S Developer: —The organization responsible for managing or overseeing models and simulationsM&S developed by a DoD Component, contractor, or Federally Funded Research and Development Center.�





Validation (or Verification) Agent—: The organization designated by the  M&S application sponsor to perform validation (or verification) of a model, simulation, or federation of models and/or simulations.





In a typical scenario, the application sponsor (the one who needs M&S to solve a problem or answer a question) will designate an accreditation agent, who is responsible for organizing, coordinating, and executing a comprehensive VV&A program that will guarantee the credibility of model and simulationM&S  results when used for the sponsorÕs application.  The accreditation agent may further designate a V&V agent who will be responsible for producing the V&V data that will be used to accredit the model, or the agent may act as his or her own V&V agent.  The M&S Developer is typically designated by the application sponsor to oversee M&S development activities and to ensure coordination with the V&V agent, but the application sponsor also may also retain the duties of M&S Developer.  In any case, the exact relationship between these organizational entities can have a bearing on the credibility of the outcome of VV&A activities.





There is aA common (mis)perception holds that V&V must be conducted completely independently of the M&S developer, lest the results be tainted by the demands of advocacy,; whence the ÒIÓ in IV&V.  The M&S developer, however, is (and should be) an essential and integral part of the V&V effort, and can contributinge greatly to itsthe efficiency of V&V efforts.  This is because the developer is intimately familiar with the details of how the software was designed and code details, and has been involved in the intricacies of software development from the start.  The developer understands (or should understand) the requirements best, and in the best of cases has maintained close contact with the applicationM&S sponsor.  It is also true, however, that the developer has a vested interest in making thehis productbaby look good.  The need for some kind of independent assessment of the developerÕs product seems like a common sense risk reduction strategy.





But there is a down side to independence.  Totally independent IV&V efforts by the V&V agent can retrace much of the work already done by the M&S developer.  ReworkThis is fine if the developer is trusted to provide much of the essential information for the IV&V agent.  Sometimes, however, the relationship between the IV&V agent and the developer can become adversarial, with the IV&V agent taking on functionsthe aspect of a Ggovernment ÒIGÓ (i.e., Inspector General) function.  This opposition can burden the development process with unnecessary baggage that you will ultimately have to pay to carry, all in the name of ÒindependenceÓ.  The question that must be answered is, ÒHow much independenceÔIÕ can I afford?Ó.





There are nNo real hard and fast rules dictatefor how much ÒIÓ to put in IV&V.  Some notional V&V roles and responsibilities that worked in the past are shown in the Ttable 1-1 below to give a perspective on what has worked in the past, , but the final decision must ultimately be derived from the trade-off between the M&S budget and the level of confidence and trust that can be placed in the M&S developer.  DonÕt forget that IV&V also may also be performed in-house by the applicationM&S sponsor.  Frequently, the M&S developer performs the verification of the model or simulationM&S with IV&V agent oversight and assists the IV&V agents or the application  M&S sponsorproponent during validation.  The M&S sponsor is responsible for its accreditation, with help from the V&V agent.





In table 5-1 the terms ÒResponsibleÓ, ÒPerformsÓ, ÒAssistsÓ and ÒUsesÓ are used.  ÒResponsibleÓ means that the listed party is responsible for ensuring that performs the specified activity is accomplished.  ÒPerformsÓ means that the listed party is responsible for the actual technical work associated with the listed activity.  ÒAssistsÓ means that the listed party assists the responsible or performing party in performance of the activity.  ÒUsesÓ means the listed party uses the product of the listed activity in performance of some function listed later in the table.  Remember that table  5-1 is only a suggested list of interactions and responsibilities.  You must ultimately decide how much independenceÒIÓ is necessary and affordable.





�
Table 1-1. Typical VV&A Responsibilities





Activity�
Party�
�
�
V&V Agent�
M&S 


Developer�
Application Sponsor�
Accreditation Agent�
�
V&V Acceptability Criteria Report�
Assists�
�
Responsible�
Assists�
�
Accreditation Plan�
�
�
Responsible�
Performs�
�
V&V Plan�
Responsible, Performs�
Assists�
Uses�
Uses�
�
Verification�
Responsible�
Assists�
�
�
�
Validation�
Responsible�
Assists�
�
�
�
V&V Report�
Responsible, Performs�
Assists�
Uses�
Uses�
�
Acceptability Assessment Report�
Assists�
�
�
Responsible�
�
Accreditation�
Assists�
�
Responsible, Performs�
Assists�
�
Accreditation Report�
Assists�
�
Responsible�
Performs�
�






Table 1:  Typical VV&A Responsibilities








Table 1-1 uses the terms: Responsible, Performs, Assists, and Uses. Responsible means that the listed party ensures that the specified activity is accomplished. Performs means that the listed party carries out the technical work associated with the listed activity. Assists means that the listed party helps the responsible or performing party with the activity. Uses means the listed party employs the product of the listed activity in performance of some function listed later in the table. Remember that Table 1-1 is only a suggested list of interactions and responsibilities. Ultimately, you must decide how much independence is necessary and affordable.








1.6.3 Costing & Scheduling


Describes the major drivers of VV&A cost and schedules. Provides some examples of application types and typical VV&A cost and schedules.





[Section still in development]


The Importance of Configuration Management





This section dDescribes the relationship between sound configuration management and cost-effectiveness of VV&A. It pProvides guidelines for evaluating or implementing configuration management procedures.





Software Configuration Management (C/M) is a development life- cycle process through which the integrity and continuity of software development, upgrades, and maintenance are recorded, communicated, and controlled.  C/M can have a profound impact on the sustainability of M&S credibility you have worked so hard to attain through V&V.  The key to maintaining the Òshelf lifeÓ of any V&V work that has been accomplished is a structured, workable, and well-maintained C/M process that is integrated with model and simulationM&S development.  Because the magnitude of the C/M problem will vary depending on the use of with whether or not you are using legacy models or simulations,M&S or developing your own, only the most general comments will be given here.�  It is not an over-generalization to state, however, that V&V not integrated with C/M will result in repetitive efforts and wasted resources.





But what are the elements of a ÒgoodÓ C/M process?  In general, there are ffour major characteristics are the hallmarks that are indicative of sound C/M practice:.�  These (a)re (1) a well-defined baseline;, (b2) standard baseline test cases and data sets;, (c3) well-defined, coordinated, and supported testing program;, and (d4) current, thorough documentation.  WNo matter whether you are using legacy models and simulationsM&S or developing your own M&S, you should evaluate the C/M process being used to see if it has for these characteristics.  If it has all fourso, you can be reasonably sure that the model or simulation M&S is well-managed and controlled.  Some special considerations apply to legacy and new models and simulationsM&S, and these are discussed in Chapter 342 on, VV&A pProcesses.








1.6.4 Credibility of M&S Data





All M&S are driven by data, either as direct inputs by the user or as embedded constants that drive simulation characteristics.  As perfect as the equations, algorithms, and software design of a M&S may be after conceptual model verification and validation, and design verification, it will probably fail results validation if the data that drive the simulation are inaccurate or inappropriate for the task at hand.  Data credibility is a major driver of M&S credibility.





But how can the credibility of M&S data be quantified?  And what standards should be proposed so that the credibility of data used by multiple users is uniform?  Data standards benefit all M&S users by providing increased data credibil�ity, re�duced need for data translation, interoperability with the operational community, and M&S reuse.  Without data standards, interoperability between models and simulationsM&S is much more difficult to achieve.  DCommon data definitions common to  across different systems are needed, definitions that  which are formal, and consis�tent and that use data standardization policies, procedures, and methodologies.





The M&S community has been wrestling with this issue for some time now, and a final pro�nouncement of standards, procedures, and guidelines for the certification of data credibility has not been made.  Several key concepts have emerged, however., that it would be well to keep in mind.  There are Ddata verification and validation definitions, processes, and procedures thatwhich parallel the M&Ssoftware definitions, processes, and procedures have emerged.  For data, the ÒÔdecisionÓÕ is called ÒÔcertificationÓÕ as opposed to ÒÔaccreditationÓÕ.  Hence the term data VV&C instead of VV&A.  Additionally, data VV&C is viewed from two different perspectives:; that of the data producer and that of the data user.  The key definitions are as follows:








Data vVerification establishes that the data produced conform to the specification.:  Data producer verification is the use of techniques and procedures to ensure that data meets constraints defined by data standards and business rules derived from process and data modeling.  Data user verification is the use of techniques and procedures to ensure that data meets user specified constraints defined by data standards and business rules derived from process and data modeling, and that data are transformed and formatted properly.





Data vValidation establishes that the data accurately represent the real world.:  The documented assessment of data by subject matter experts and its comparison to known values.  Data user validation is an assessment as appropriate for use in an intended model.  Data producer validation is an assessment within stated criteria and assumptions.  





Certification establishes that the data are suitable for a specific use. Data Certification:  The determination that data have been verified and validated, and are adequate for use in the specific application identified.  Data user certification is the determination by the application sponsor or designated agent that data have been verified and validated as appropriate for the specific M&S usage.  Data producer certification is the determination by the data producer that data have been verified and validated against documented standards or criteria. 





Currently, each Service tracks data about each of their models and simulations M&S andand stores them at their service’s own required level of detail in service-their own specific format.  DMSOThe DoD M&S Functional Data Administrator has been coordinating an effort to standardize the level of detail, format, and accessibility for all of DoD M&S data, to includinge VV&A and data VV&C information.  Theseis data will be centrally controlled, but ac�cessed in a distributed environment. They , and will provide the information critical to M&S planners and provide the basis for model and simulationM&S life- cycle management.


  


Additional discussion of data VV&C is provided in Chapter 342, on VV&A Processes.








1.7 Special Topics


Provides an overview of the VV&A requirements when the application requires the use of ADS (advanced distributed simulation).  Discusses the implications/special problems of ADS VV&A.  Also provides a placeholder section for other special topics that may become important later.





[Section still in development]


Roadmap to This Guide





N


ow thatProvides a roadmap to the remainder of the Recommended Practices Guide.  Describes the general contents of each of the guide chapters.





Now that youÕve had an overview of VV&A, youÕre ready for more detail.  If youÕve already decided that the credibility of M&S used in your program is important to you, or if youÕre just impatient to get to the point, Chapters 2 and 3 are essential reading.  Chapter 2 provides a set of governing principles of VV&A based on the experience of Ggovernment, iindustry, and academic experts.  Chapter 3 introducesprovides an n  introduction to the basics of VV&A processes, and setsprovides thea context forrom which to under�stand CChapter 43, which deals with the details of VV&A techniques.  Chapter 5 discusseseals with how to  combininge V&V information into a sound accreditation decision, and Chapter 6 completes this guide by discussing common reporting formats  If youÕre like many program managers, however, and you still donÕt see what all the fuss is about, read section 1.2 of this chapter (or read it again).  This section gives you six sound reasons to take the VV&A of M&S seri�ously.  To round out your introduction to VV&A, read Chapter 4, which discusses VV&A common reporting formats that will simplifymake keeping the maintenance of an audit trail of V&V and accreditation support activities easier.�
Endnotes


the accumulation of V&V information to support accreditation easier, reducing its cost.
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�	  	Verification, Validation and Accreditation. ÒV&V Ó is the term applied to the technical work thatto supports a decision  (ÒaccreditationÓ) to use a model or simulationM&S.  The terms are defined later in this section.





� 	  For example, a flight training simulator does not need to kill the pilot if he or she crashes the plane during training in order to accomplish the goal of teaching the pilot not to crash. 
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3   Inclusion of the model or simulation in one of the Information Analysis Center (IAC) model repositories can be a good indication of community acceptance of M&S results. IACs are run by the Defense Logistics Agency (DLA) to support a wide variety of DoD analysis needs. DMSOÕs Modeling and Simulation Resource Repository (MSRR) is, likewise, a good source for M&S resources that are considered authoritative. 
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4   V&VÕed, in the vernacular, although some object to this casual use of technical terms. 


�	ÒV&VÕedÓ, in the vernacular, although some object to this casual use of technical terms.





5   For example, loss of at least one fly-by-wire aircraft has been attributed to M&S inadequacies. See The Day the Phones Stopped by L. Lee (Donald I. Fine, Inc., 1991).





�	  See Army Regulation (AR) 5-11 and the associated DA PAM 5-11; Air Force Instruction 16-1001; draft SECNAVINST 5200.1; and DoDD Directive 5000.59; and .  A draft DoD Instruction on VV&A is also in formal coordination at this time 5000.61.





�   	VV&A efforts conducted under Military Operations Research Society (MORS), Distributed Interactive Simulation (DIS), and Susceptibility Model Assessment with Range Test (SMART) and Military Operations Research Society (MORS) auspices are notable in this regard.











�   	MOM is a generic term that encompasses all measures of ÒvalueÓ, including Mmeasures of Pperformance (MOPs), Eeffectiveness (MOEs), and Ooutcome (MOOs).








�  	  This does not imply an absolute standard of fidelity for all applications, but rather a level of fidelity considered Ògood enoughÓ.  The ÒgoodÓ must not become the enemy of the ÒbestÓ.








�   	Another reason to spend some time defining your program objectives, decisions, and M&S requirements.





�  	For the purposes of this discussion, we will include the organization (government or contractor) responsible for actually building the software under the term ÒdeveloperÓ.





�  	 See, however, ÒConfiguration Management Requirements StudyÓ, available from the JTCG/AS (JTCG/AS-95-M-005), which discusses DoD and MIL-STDs for software C/M.








�  	 Comments on C/M for legacy models and simulationsM&S are taken from the study cited in Footnote 12above.  The goal of the study was to identify common requirements for the C/M of legacy models and simulationsM&S, to compare these requirements to current practice, and to make recommendations for improvement.











